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Introduction
GTA FIREWALL – CHECK POINT FIREWALL-1: CONFIGURING AN IPSEC VPN 
is written for the administrator who has both of these systems operating on 
a network and requires a VPN (virtual private network) to communicate 
between the firewalls. It is written is with the assumption that the reader has 
a working knowledge of TCP/IP, Firewall-1 administration utilities and GTA 
Firewall administration, including basic VPN configuration.

The GNAT BOX VPN AND VPN CLIENT FEATURE GUIDE is the main reference 
for GTA Firewall VPN configuration. See other documented VPN setups at 
www.gta.com, including interoperation with these vendors  ̓solutions: Cisco 
PIX, NetScreen, WatchGuard, SonicWall and SnapGear.

GTA Firewall Example VPN Configuration
To configure a GTA Firewall for VPN, use GBAdmin or the Web Interface. 
The examples given in this documentation use GBAdmin. This guide uses the 
following IP addresses as examples for a GTA Firewall VPN configuration:

 External Interface  199.120.225.76
 Protected Interface  192.168.1.1
 Protected Network  192.168.1.0/24

Firewall-1 Example VPN Configuration
To configure the Firewall-1, (referred to in this document as “FW-1”) use 
the Check Point Policy Editor. This guide uses the following IP addresses as 
examples for a FW-1 configuration:

 External Interface  199.120.225.90
 Protected Interface  199.170.225.1
 Protected Network  199.170.225.0/24

Common Encryption Methods
GTA Firewalls have a number of encryption algorithms that do not have 
corresponding methods on Firewall-1. The following encryption methods 
are common to both firewall systems. Use the encryption methods below to 
configure both firewalls for a VPN connection.

 Mode  IKE
 ESP  DES or 3DES
 Hash  MD5 or SHA-1
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GTA Firewall Configuration
In order to use the GTA Firewall VPN feature, four functional areas must be 
configured: VPN Objects, VPN Authorization, Remote Access Filters and IP 
Pass Through Filters. VPN objects are used as the basis for VPN authoriza-
tion, forming a link between the GTA Firewall and another firewall. User 
Authorization allows a GTA Firewall to connect to and authenticate a mobile 
client user or dynamic system user.

Note
For more information and illustrations about configuring a GTA Firewall 
VPN, see the GNAT BOX SYSTEM SOFTWARE USER’S GUIDE.

VPN Object
Open Objects -> VPN Objects. Use the field table below as an example for 
entering data into the VPN Object fields.

VPN Object Fields

 Disable  Enable. (Uncheck). 

 Name  Enter a name for this object.
(GTA Firewall - FW-1 VPN Object)

 Description  Enter a description of the VPN object.
(GTA Firewall - FW-1 IKE VPN Object)

 Local Gateway  Select the interface object or enter the IP address  for the 
GTA Firewall External Interface. (199.120.225.76)

 Local Network  Select the interface object for the GTA Firewall Protected 
Interface. (192.168.1.0/24)

 Require Mobile
 Authentication  Uncheck.

 Force Mobile
 Protocol  Uncheck.

Phase I

 Exchange Mode  Main.

 Encryption (ESP)  DES.

 Hash  HMAC-MD5.

 Key Group  Diffie-Hellman Group 2.

Phase II



GTA Firewall – Check Point Firewall-12

TD GB-CP-02

Configuring an IPSec VPN with IKE 3

 GNAT Box VPN and VPN Client

 Encryption (ESP)  DES.

 Hash  HMAC-MD5.

 Key Group  Diffie-Hellman Group 2.

VPN Authorization
Open Authorization -> VPNs and add a new VPN. In the Key Exchange 
Type dialog, select IKE. Select OK, then enter the information in the VPN 
Authorization fields.

VPN Object Fields–Example

 Disable  Enable. (Uncheck.)

 Key Exchange  IKE (Uneditable. Selected in the previous dialog.)

 Description  Enter a description of the VPN object.
(GTA Firewall - FW-1 VPN Authorization)

 Identity  Leave blank.

 VPN Object  Select the VPN object created previously. 
(GTA Firewall - FW-1 IKE VPN)

 Remote Gateway  Select the IP address or object that references the FW-1 
External Network interface. (199.120.225.90)

 Remote Network  Select the IP Address or object that references the FW-1 
Protected Network. (199.170.225.0/24)

 Preshared Secret  Preshared secret/key entered on the FW-1 system.
  (Preshared keys must be the same on both systems.)

Remote Access Filters
When using IKE, two Remote Access filter are necessary; one for the ESP 
Tunnel (IP protocol 50) and the other to allow access for IKE on UDP/500.

1  Description VPN: Allow ESP connections from GTA Firewall
   to FW-1 IKE VPN.
 Type  Accept 
 Interface  ANY 
 Protocol  50 
 Log  Default
 Source 199.120.225.90 
 Source Port Blank
 Destination External interface object (199.120.225.76)
 Destination Port Blank
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2  Description  VPN: Allow IKE connections from GTA Firewall  
  to FW-1 IKE VPN.
 Type  Accept
 Interface  ANY 
 Protocol  UDP 
 Log  Default
 Source 199.120.225.90
 Source Port Blank
 Destination External interface object (199.120.225.76) 
 Destination Port 500

IP Pass Through Filters
Example filters below allow all access between the Firewall-1 and GTA 
Firewall networks. 

At a minimum, an IP Pass Through filter must be created that allows outbound 
access on the defined VPN. Depending on your security policy, the filter can 
be as simple as allowing any host on the local network outbound access to any 
remote host for any protocol at any time, or as narrow as limiting a specific 
local host outbound access to a specific remote host for a given protocol at a 
specific time. 

Generally, in addition, an inbound IP Pass Through filter is created that allows 
the remote side of the VPN access to the local Protected Network. This filter 
does not have to be symmetrical to the outbound IP Pass through filter, but 
rather should be created to meet the local security policy.

Typically, single inbound and outbound IP Pass Through filters are created 
for a VPN, but multiple filters may be required to make access conform to the 
local security policy.

1  Description  VPN: Allow inbound connections from 
  GTA Firewall to FW-1 IKE VPN.
 Type  Accept
 Interface  External
 Protocol  ALL 
 Log  Default
 Source 199.170.225.0/24
 Source Port Blank
 Destination 192.168.1.0/24
 Destination Port Blank

2 Description VPN: Allow outbound connections 
  GTA Firewall to FW-1 IKE VPN.
 Type Accept 
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 Interface Protected 
 Protocol ALL
 Source  192.168.1.0/24
 Source Port Blank
 Destination 199.170.225.0/24
 Destination Port Blank

Note
Wherever an IP address is used in the filters, you can substitute an 
appropriate address object selected from the dropdown menu.

Firewall-1 Configuration
The Firewall-1 configuration is based on the use of Objects. Once an object 
is defined, you apply rules to the firewall or the VPN. In order to establish an 
IKE VPN between a Firewall-1 and a GTA Firewall System, you will need to 
create at least four Objects. Then apply the appropriate rules as directed by 
your corporate security policy. 

Below are the steps to perform on the Firewall-1 in order to create the appro-
priate Objects and rules for a GTA Firewall to Firewall-1 VPN.

Objects
Listed below are examples of the Objects need for the VPN.

•      CP-External_Interface – IP address assigned to the External NIC the 
Firewall-1.

•      CP-Protected_Network – Internal FW-1 network or host to use the VPN.

•      GB-External_Interface – IP address assigned to the External NIC of the 
GTA Firewall system.

•      GB-Protected_Network – Internal GTA Firewall network or host to use the 
VPN.

In addition to the four Objects, you will need to create at least three rules, and 
if you are using Address Translation (Network Address Translation or NAT), 
four rules. The fourth rule is used in the  Address Translation section.
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Firewall-1 Menu Bar, Tabs and Security Policy Window header

CP-Protected_Network
On the Menu Bar under the Manage menu, select Network Objects. The 
Network Objects Box will appear. Click New, and select Network.

Network Objects screen and menu

Define your Firewall-1 Internal Network Object as:

Name CP-Protected_Network
IP Address 199.170.225.0
Mask 255.255.255.0
Location Internal
Broadcast Allowed
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Define Firewall-1 Protected Network

CP-External_Interface
Return the focus to the Network Objects screen. Click New, and select 
Workstation.

1. Define the Firewall-1 External Interface Object as:

Name CP-External_Interface
IP Address 199.120.225.90
Type Gateway
Modules Installed VPN-1 & Firewall-1
Location Internal

2. Click on the VPN tab under Workstation Properties and select IKE.

Encryption Scheme defined – Select IKE
Domain – Select CP-Protected_Network

3. Phase I of VPN negotiation.

 On the VPN tab under the Encryption schemes defined click Edit.
Support key exchange encryption with – Select DES
Support Data Integrity with – Select MD5
Support Authentication methods – Select Preshared Secret.
Check keys exchange for Subnets.
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Firewall-1 External Interface  Firewall-1 External Interface

Firewall-1 External Interface–Encryption scheme defined Edit

GB-Protected_Network
Return the focus to the Network Objects screen. Click New, and select 
Network. Define the GTA Firewall Internal Network Object:

 Name  GB-Protected_Network
 IP Address  192.168.1.0
 Mask  255.255.255.0
 Location  External
 Broadcast  Allowed

GB-External_Interface
Return the focus to the Network Objects Box. Click New, and select 
Workstation.



GTA Firewall – Check Point Firewall-18

TD GB-CP-02

Configuring an IPSec VPN with IKE 9

 GNAT Box VPN and VPN Client

1.    Define the GTA Firewall External Interface Object as 
Name GB-External_Interface
IP Address 199.120.225.76
Type Gateway
Modules Installed VPN-1 & Firewall-1
Location External

2.    Click on the VPN tab under Workstation Properties and select IKE.
Encryption Scheme defined – Select IKE
Domain – Select GB-Protected_Network

3.    Phase I of VPN negotiation

       Under Encryption Scheme defined click Edit.
Support key exchange encryption with – Select DES
Support Data Integrity with – Select MD5
Support Authentication methods – Select Preshared Secret.
Check keys exchange for Subnets.

GTA Firewall External Interface

Preshared Secrets
Preshared Secrets must be edited after the two gateways have been defined, as 
in the previous sections. This is part of Phase I of VPN negotiation.

1.    Go back to the Network Objects screen by going to Menu Bar/Manage/
Network Objects.

2.    Select the gateway you wish to edit, either CP-External_Interface or GB-
External_Interface, and click Edit. (You can use the Show drop down box 
to select only gateways.)

3.    Click the VPN tab.



GTA Firewall – Check Point Firewall-110

TD GB-CP-02

Configuring an IPSec VPN with IKE 11

 GNAT Box VPN and VPN Client

4.    Under the Encryption schemes defined click Edit. This will take you to the 
IKE Properties screen. You have already selected Preshared Secret.

5.    Click Edit Secrets.

6.    Enter the number of the Preshared Secret and click Set. Then click OK to 
return to the previous screen. 

7.    Repeat for the other gateway. 

 
  IKE Properties screen  Shared Secret screen

Note
You cannot edit the preshared secrets until you have defined at least the 
two gateways previously defined for the Firewall-1 and GTA Firewall 
interface.

Rules
Add rules to connect Firewall-1 and GTA Firewall to using the External 
Interfaces; allow and encrypt connections between the Firewall-1 Protected 
Network and the GTA Firewallʼs Protected Network; any rules required by 
your corporate security policy; and then add the default rule. The Network 
Address Translation rule is created only if you are using NAT.

External Interfaces
Add a new rule to allow Firewall-1 and GTA Firewall to connect using the 
External Interfaces by right-clicking on the Security Policy Window under the 
Security Policy tab. A blank rule will be created.

Blank rule
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Source
1.    Right-click within Source cell to add a new target. Select CP-External_In-

terface from the list of objects.

List of Objects 

2.    Repeat procedure to add GB-External_Interface in the same cell under 
CP-External_Interface.

Note
CP-External_Interface must be above GB-External_Interface. See 
example below.

Destination
1.    Right-click within Destination cell to add a new target. Select GB-Exter-

nal_Interface from the list of objects.

2.    Repeat procedure to add CP-External_Interface in the same cell under 
GB-External_Interface.

Note
GB-External_Interface must be above CP-External_Interface. See 
example below.
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Source and Destination targets added to rule.

Action
Right-click within Action cell and choose Accept.

Action cell menu

Track
Right-click within Track cell and choose Long.
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Track cell menu

Install On
1.    Right-click within Install On cell, then select Add>Targets. 

Install On menu

2.    In the Select Target box select CP-External_Interface.

Select Target Box

Allow and Encrypt Connections Rule
Add a rule to allow and encrypt connections between the Firewall-1 Protected 
Network and the GTA Firewall systems Protected Network.
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Source
1.    Right-click within Source cell to add a new target CP-Protected_Network. 

2.    Repeat procedure to add GB-Protected_Network in the same cell under 
CP-Protected_Network.

Note
CP-Protected_Network must be above GB-Protected_Network.

Destination
1.    Right-click within Destination cell to add a new target GB- Protected_Net-

work.

2.    Repeat procedure to add CP-Protected_Network in the same cell under 
GB- Protected_Network.

Note
GB-Protected_Network must be above CP-Protected_Network.

Action (Phase II of VPN negotiation corresponds to steps 3 
through 5.)
1.    Right-click within Action cell and choose Encrypt.

2.    Right-click within Action cell and choose Edit.

3.    At Encryption Properties General choose IKE.

4.    Click Edit.

5.    Under IKE Properties select the following

       • Encryption + Data Integrity (ESP)

       • Encryption Algorithm DES

       • Data Integrity MD5

       • Allow Peer Gateway ANY

       • Use Perfect Forward Secrecy 

IKE Properties
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Track
Right-click within Track cell and choose Long.

Install On
1.    Right-click within Install On cell, then select Add Target. 

2.    In the Select Target box select CP-External_Interface.

Corporate Policy Rules
Add other rules according to your corporate security policy (if any) after the two 

VPN rules.

Default Rule
Add the default rule at the bottom of the list of rules. This step is required for 

proper function of the firewalls.

Note 
Rule order is important. The two VPN-related rules specified in this 
document must be first in the list, and the last rule must be a default rule, 
which excludes all other traffic. All other rules may be placed between the 
GTA Firewall<->Firewall-1 rules and the default rule.

Two defined rules and final default rule

NAT Rule
If you are using Network Address Translation you will need to add a rule in 
the Firewall-1 Address Translation section (second tab) not to NAT packets 
between the Firewall-1 Protected Network and the GTA Firewall Protected 
Network. This rule should be located at the top of your Address Translation 
Rule Set. 

1.    Select the second tab in the Security Policy Window. 

2.    Right-click within Source cell to add a new target CP-Protected_Network.

3.    Right-click within Destination cell to add a new target GB- Protected_Net-
work. 
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NAT rule in the Address Translation rule set

Install New Policy
Using the Policy menu or toolbar button, install the new policy. Follow the 
onscreen instructions. Your GTA Firewall and Firewall-1 VPN is now in place.
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