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Introduction

GTA FIREWALL — CHECK POINT FIREWALL-1: CONFIGURING AN IPSEC VPN
is written for the administrator who has both of these systems operating on

a network and requires a VPN (virtual private network) to communicate
between the firewalls. It is written is with the assumption that the reader has
a working knowledge of TCP/IP, Firewall-1 administration utilities and GTA
Firewall administration, including basic VPN configuration.

The GNAT Box VPN anxp VPN CLIENT FEATURE GUIDE is the main reference
for GTA Firewall VPN configuration. See other documented VPN setups at
www.gta.com, including interoperation with these vendors’ solutions: Cisco
PIX, NetScreen, WatchGuard, SonicWall and SnapGear.

GTA Firewall Example VPN Configuration

To configure a GTA Firewall for VPN, use GBAdmin or the Web Interface.
The examples given in this documentation use GBAdmin. This guide uses the
following IP addresses as examples for a GTA Firewall VPN configuration:

External Interface  199.120.225.76
Protected Interface 192.168.1.1
Protected Network  192.168.1.0/24

Firewall-1 Example VPN Configuration

To configure the Firewall-1, (referred to in this document as “FW-1"") use
the Check Point Policy Editor. This guide uses the following IP addresses as
examples for a FW-1 configuration:

External Interface  199.120.225.90
Protected Interface  199.170.225.1
Protected Network  199.170.225.0/24

Common Encryption Methods

GTA Firewalls have a number of encryption algorithms that do not have
corresponding methods on Firewall-1. The following encryption methods
are common to both firewall systems. Use the encryption methods below to
configure both firewalls for a VPN connection.

Mode IKE
ESP DES or 3DES
Hash  MD5 or SHA-1

GNAT Box VPN and VPN Client
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GTA Firewall Configuration

In order to use the GTA Firewall VPN feature, four functional areas must be
configured: VPN Objects, VPN Authorization, Remote Access Filters and TP
Pass Through Filters. VPN objects are used as the basis for VPN authoriza-
tion, forming a link between the GTA Firewall and another firewall. User
Authorization allows a GTA Firewall to connect to and authenticate a mobile
client user or dynamic system user.

Note

For more information and illustrations about configuring a GTA Firewall
VPN, see the GNAT Box SyYSTEM SOFTWARE USER’S GUIDE.

VPN Object

Open Objects -> VPN Objects. Use the field table below as an example for
entering data into the VPN Object fields.

VPN Object Fields

Disable  Enable. (Uncheck).

Name  Enter a name for this object.
(GTA Firewall - FW-1 VPN Object)

Description  Enter a description of the VPN object.
(GTA Firewall - FW-1 IKE VPN Obiject)

Local Gateway  Select the interface object or enter the IP address for the
GTA Firewall External Interface. (199.120.225.76)

Local Network  Select the interface object for the GTA Firewall Protected
Interface. (192.168.1.0/24)

Require Mobile
Authentication Uncheck.

Force Mobile
Protocol Uncheck.

Phase |

Exchange Mode  Main.
Encryption (ESP)  DES.
Hash  HMAC-MDS5.
Key Group  Diffie-Hellman Group 2.
Phase I

TD GB-CP-02
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Encryption (ESP) DES.

Hash  HMAC-MDS5.

Key Group  Diffie-Hellman Group 2.

VPN Authorization

Open Authorization -> VPNs and add a new VPN. In the Key Exchange
Type dialog, select IKE. Select OK, then enter the information in the VPN
Authorization fields.

VPN Object Fields—Example

Disable  Enable. (Uncheck.)

Key Exchange  IKE (Uneditable. Selected in the previous dialog.)

Description ~ Enter a description of the VPN object.
(GTA Firewall - FW-1 VPN Authorization)

Identity  Leave blank.

VPN Object  Select the VPN object created previously.
(GTA Firewall - FW-1 IKE VPN)

Remote Gateway  Select the IP address or object that references the F\W-1
External Network interface. (199.120.225.90)

Remote Network  Select the IP Address or object that references the FW-1
Protected Network. (199.170.225.0/24)

Preshared Secret  Preshared secret/key entered on the FW-1 system.
(Preshared keys must be the same on both systems.)

Remote Access Filters

When using IKE, two Remote Access filter are necessary; one for the ESP
Tunnel (IP protocol 50) and the other to allow access for IKE on UDP/500.

1 Description ~ VPN: Allow ESP connections from GTA Firewall
to FW-1 IKE VPN.

Type  Accept
Interface  ANY
Protocol 50
Log Default
Source  199.120.225.90
Source Port  Blank
Destination  External interface object (199.120.225.76)
Destination Port ~ Blank

GNAT Box VPN and VPN Client
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2 Description ~ VPN: Allow IKE connections from GTA Firewall
to FW-1 IKE VPN.

Type  Accept
Interface  ANY
Protocol UDP
Log Default
Source  199.120.225.90
Source Port  Blank

Destination  External interface object (199.120.225.76)
Destination Port 500

IP Pass Through Filters

Example filters below allow all access between the Firewall-1 and GTA
Firewall networks.

At a minimum, an IP Pass Through filter must be created that allows outbound
access on the defined VPN. Depending on your security policy, the filter can
be as simple as allowing any host on the local network outbound access to any
remote host for any protocol at any time, or as narrow as limiting a specific
local host outbound access to a specific remote host for a given protocol at a
specific time.

Generally, in addition, an inbound IP Pass Through filter is created that allows
the remote side of the VPN access to the local Protected Network. This filter
does not have to be symmetrical to the outbound IP Pass through filter, but
rather should be created to meet the local security policy.

Typically, single inbound and outbound IP Pass Through filters are created
for a VPN, but multiple filters may be required to make access conform to the
local security policy.

1 Description  VPN: Allow inbound connections from
GTA Firewall to FW-1 IKE VPN.
Type  Accept
Interface  External
Protocol  ALL
Log Default
Source  199.170.225.0/24
Source Port  Blank
Destination  192.168.1.0/24
Destination Port  Blank

2 Description  VPN: Allow outbound connections
GTA Firewall to FW-1 IKE VPN.
Type  Accept

TD GB-CP-02



Configuring an IPSec VPN with IKE ‘ 5

Interface  Protected
Protocol ALL
Source  192.168.1.0/24
Source Port  Blank
Destination 199.170.225.0/24
Destination Port  Blank

Note

Wherever an IP address is used in the filters, you can substitute an
appropriate address object selected from the dropdown menu.

Firewall-1 Configuration

The Firewall-1 configuration is based on the use of Objects. Once an object
is defined, you apply rules to the firewall or the VPN. In order to establish an
IKE VPN between a Firewall-1 and a GTA Firewall System, you will need to
create at least four Objects. Then apply the appropriate rules as directed by
your corporate security policy.

Below are the steps to perform on the Firewall-1 in order to create the appro-
priate Objects and rules for a GTA Firewall to Firewall-1 VPN.

Objects

Listed below are examples of the Objects need for the VPN.

*  CP-External_Interface — IP address assigned to the External NIC the
Firewall-1.

e CP-Protected_Network — Internal FW-1 network or host to use the VPN.

»  GB-External_Interface — IP address assigned to the External NIC of the
GTA Firewall system.

*  GB-Protected_Network — Internal GTA Firewall network or host to use the
VPN.

In addition to the four Objects, you will need to create at least three rules, and
if you are using Address Translation (Network Address Translation or NAT),
four rules. The fourth rule is used in the Address Translation section.

GNAT Box VPN and VPN Client
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?l‘ 199.170.225.25 - Check Point Policy Editor

Fl= Edit Wiew Manage Policy ‘window Help
HE0) |/ >R a580 08 8 RE et P BT &0

25 Secuiy Polcy -nsl_vpn | 43 Adcress Translstion - nat_vpn | ZEF Bandvickh Polcy - Stenderd |

|m Source |Dest|nati0n‘ Service ‘ Action ‘ Track Install On Time ‘Comment

Firewall-1 Menu Bar, Tabs and Security Policy Window header

CP-Protected Network

On the Menu Bar under the Manage menu, select Network Objects. The
Network Objects Box will appear. Click New, and select Network.

Network Objects

~Esisting Objects

Showe [Al X

Integrated Firewall.
Graup.

Laogical Server ...
Addiess Range.

Network Objects screen and menu

Define your Firewall-1 Internal Network Object as:

Name CP-Protected Network
IP Address 199.170.225.0
Mask 255.255.255.0

Location Internal

Broadcast Allowed

TD GB-CP-02
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Netwark Properties
General | MAT |
Mame: |CP-Protected_Netwark,
1FAdd.Egs-|W Get addiess
Net Mask: |255.255.255.0
Conmert [CheckPor Proeoteaenar | Cob | il 7]

Location: Broadcast:
’7(5' Intemal € Extemal [ﬁ Alowed © Disallowed

ok | cencel | Hep |

Define Firewall-1 Protected Network

CP-External_Interface

Return the focus to the Network Objects screen. Click New, and select
Workstation.

1. Define the Firewall-1 External Interface Object as:

Name CP-External_Interface

IP Address 199.120.225.90

Type Gateway

Modules Installed VPN-1 & Firewall-1
Location Internal

2. Click on the VPN tab under Workstation Properties and select IKE.

Encryption Scheme defined — Select IKE
Domain — Select CP-Protected_Network

3. Phase I of VPN negotiation.

On the VPN tab under the Encryption schemes defined click Edit.
Support key exchange encryption with — Select DES

Support Data Integrity with — Select MD5

Support Authentication methods — Select Preshared Secret.
Check keys exchange for Subnets.

GNAT Box VPN and VPN Client
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'Work station Properties || Workstation Properties B
General | nterfaces | SNMP | MAT | Cenficates | VPN | authe | ¥ General| Intertaces | SNMP | MAT | Certicates VP | authe 4| >
Hame: CP_Evtemal_Inteiface ~Domain: plion schemes defined; —

IP Addhess: |199.120.225.90 Get address © Disabled

 Valid Addresses(of Interfaces]

Comment,  [CheckPoint Firewal's Extermalinterface IP i
Color -
Location: Type:
( el ‘ ( Sl ‘ I Expoitable for SecuRiemole
- Modules reffic Barirol Logging
[ VPN & Eirebwall1 Version. Get ’7 I | i oy el ool Logaing ‘

= Gorpression. Ersiar

41 =
™ FloodGiate-1 Version: [41

™ Management Station

0K | cemcel | Heb

0K | Cancel | Hee |

Firewall-1 External Interface

Firewall-1 External Interface

[[IKE Froperties x]
General |

- Suppor key exchangs enciyption with: | — Support data integity with:—

¥ WD5

I~ 5HAL

- Suppert

I¥ PreShared Seciet Edit Secrets.
™ Public Key Signatures LCaniaures:

™ ¥PN-1 & FireW/all-1 authentication for SecuR emate (Hybrid Mode)

methods:

I” Supports Aggresive Mode I Support keys exchange for Subnets

ok | cencal | Hep |

Firewall-1 External Interface—Encryption scheme defined Edit

GB-Protected Network

Return the focus to the Network Objects screen. Click New, and select
Network. Define the GTA Firewall Internal Network Object:

Name

IP Address
Mask
Location
Broadcast

GB-Protected_Network
192.168.1.0
255.255.255.0

External

Allowed

GB-External_Interface

Return the focus to the Network Objects Box. Click New, and select

Workstation.

TD GB-CP-02



Configuring an IPSec VPN with IKE

1. Define the GTA Firewall External Interface Object as
Name GB-External_Interface
IP Address 199.120.225.76
Type Gateway
Modules Installed VPN-1 & Firewall-1
Location External

2. Click on the VPN tab under Workstation Properties and select IKE.
Encryption Scheme defined — Select IKE
Domain — Select GB-Protected_Network

3. Phase | of VPN negotiation

Under Encryption Scheme defined click Edit.

Support key exchange encryption with — Select DES
Support Data Integrity with — Select MD5

Support Authentication methods — Select Preshared Secret.
Check keys exchange for Subnets.

Generdl | Interfaces | SHMP| NAT | WPN | Authentication |
Neme:  [GBEdtenaintefacd
|PAddess: [19912022577 || Geladdiess
Comment:  [Extemal Inteiface of the GNAT Box
Color ,il

Location: Type:
( © Intemal & Extemnal ‘ ( © Host 5 Gateway

Modules

WP s Eewall  erson [41 <] Bt |
I FloodGate-1 g | [
I= | Cormprmssion Versor [410 7

™ Management Station

0| Conced | Hen |

GTA Firewall External Interface

Preshared Secrets

Preshared Secrets must be edited after the two gateways have been defined, as

in the previous sections. This is part of Phase I of VPN negotiation.

1. Go back to the Network Objects screen by going to Menu Bar/Manage/

Network Objects.

2. Select the gateway you wish to edit, either CP-External_Interface or GB-
External_Interface, and click Edit. (You can use the Show drop down box

to select only gateways.)
3. Click the VPN tab.

GNAT Box VPN and VPN Client
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4. Under the Encryption schemes defined click Edit. This will take you to the
IKE Properties screen. You have already selected Preshared Secret.

5. Click Edit Secrets.

Enter the number of the Preshared Secret and click Set. Then click OK to
return to the previous screen.

7. Repeat for the other gateway.

[ Popenes
General |
ih | - Suppert st integiy i Shared Secret [x]
[¥ MD5 Shared Secrets List:
I sHa Feer Hame Shared Secret
GE-Esternal_Interf... == " |
- Edit
~Support methods:
¥ PreShared Secret Edit Secrets
Remove |
T™ Public Key Signalues Corfiglie
T~ UPN-1 B FirgWall1 authentication for SecuRemote (Hybrid Mode]

I Supports Aggresive Mode ¥ Suppart keys exchangs for Subnets

ok | cenee | Hep | Cangcel |

IKE Properties screen Shared Secret screen

Note

You cannot edit the preshared secrets until you have defined at least the

two gateways previously defined for the Firewall-1 and GTA Firewall
interface.

Rules

Add rules to connect Firewall-1 and GTA Firewall to using the External
Interfaces; allow and encrypt connections between the Firewall-1 Protected
Network and the GTA Firewall’s Protected Network; any rules required by
your corporate security policy; and then add the default rule. The Network
Address Translation rule is created only if you are using NAT.

External Interfaces

Add a new rule to allow Firewall-1 and GTA Firewall to connect using the
External Interfaces by right-clicking on the Security Policy Window under the
Security Policy tab. A blank rule will be created.

7199.170.225.25 - Check Point Policy Editor

Ele Edi Yiew Manags Poicy Window Help
Hako s E\%%QEHGRI\%E’E%Ewllﬂ\@ﬁrﬁ“uﬁ\ﬂ‘

£ Secuity Policy-nat_vpn | £ Addhess Translation - nat_vpr | [ Bandwickh Polcy - Standard |

m Source |Destinatiun Track Install On Time ‘ Comment
. ) any ‘@ Any ‘@ Any ||E drop ‘ IH Gatzways | @) Any |

Blank rule

Service ‘ Action
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‘11
Source

1.

Right-click within Source cell to add a new target. Select CP-External_In-
terface from the list of objects.

Add Object =]

~Esisting Objects:

Showe |41 =

B oP-Frotected_Metwork
[E] oB-External_nteriace
S5 oB-Protected_Network

Extemialinterface of CheckPaint Firewal

New.

| Bemove | Edt. |

[ok ] Coeel | Hep |
List of Objects
2. Repeat procedure to add GB-External_Interface in the same cell under
CP-External_Interface.
Note
CP-External_Interface must be above GB-External_Interface. See
example below.
Destination
1. Right-click within Destination cell to add a new target. Select GB-Exter-
nal_Interface from the list of objects.

Repeat procedure to add CP-External_Interface in the same cell under
GB-External_Interface.

Note

GB-External_Interface must be above CP-External_Interface. See
example below.

GNAT Box VPN and VPN Client
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§199.170.225.25 - Chock Point Poiicy Editor
FEile Edt Yiew Manage Poicy Window Help

HQB9\¥>%ﬁ\&%%Blﬁl\@l!ﬂ’%ﬁalbll&‘?.hlk‘?|
E e

ion-nl_yon | B Bandi |
No Source | Destination | Service | Action |
: Eenal_rterace | [ G5

rterface

Install On Time | Comment
» . |
£t tertace | ] CP-ExormaLiterace | “ Bl preacive.

s [onr |
SdErion

Ed(Eqynton

Source and Destination targets added to rule.

Action

Right-click within Action cell and choose Accept.

§7199.170.225.25 - Check Point Policy Editor
FEile Edt Yiew Manage Poicy Window Help

HORO + BB ESHE 08 FLETalxB BET 6N
3 on | £ on | @ Band |

Source | Destination
CP-Edemalertace

| service | Action |
[ —

] cB e rtertace

Install On Time | Comment
|
I cP-Esternal_ntertace. Sk ‘rEmlpup;mL

H cateways |©) any [
AddEnciypion ..

EdiErsypion

Action cell menu

Track

Right-click within Track cell and choose Long.

TD GB-CP-02
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Help
H&ER | & %ﬁ\&&%ﬁ-\ﬁl\@\'&!’&".'ﬁalb\wﬁﬁ‘M'ﬂ‘

%5 Secuty Poicy-nat_vpn | £ Address ~nat_vpn| T Bandwidh Polcy - Standard |

Track cell menu

Install On
1. Right-click within Install On cell, then select Add>Targets.

Eile Edt View ,Enicv Window Help
HERO 2B BESHE 0N FESTai o BERBT 6N
%5 Secuy Poicy - navon | £9 Addvess Trataion -nal_vpn| B8 Banchidh Py - Stadard |

Service | Action | Track

B [

Install On menu

2. In the Select Target box select CP-External_Interface.

Select Target

&) Al

E CP-External_nterface

ak I Cancel

Select Target Box

Allow and Encrypt Connections Rule

Add arule to allow and encrypt connections between the Firewall-1 Protected
Network and the GTA Firewall systems Protected Network.

GNAT Box VPN and VPN Client
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Source
1. Right-click within Source cell to add a new target CP-Protected_Network.

2. Repeat procedure to add GB-Protected_Network in the same cell under
CP-Protected_Network.

Note

CP-Protected_Network must be above GB-Protected_Network.

Destination
1. Right-click within Destination cell to add a new target GB- Protected_Net-
work.

2. Repeat procedure to add CP-Protected_Network in the same cell under
GB- Protected_Network.

Note

GB-Protected_Network must be above CP-Protected_Network.

Action (Phase Il of VPN negotiation corresponds to steps 3
through 5.)

1. Right-click within Action cell and choose Encrypt.

Right-click within Action cell and choose Edit.

At Encryption Properties General choose IKE.

Click Edit.

Under IKE Properties select the following

ok~ wDbd

»  Encryption + Data Integrity (ESP)
*  Encryption Algorithm DES

«  Data Integrity MD5

*  Allow Peer Gateway ANY

*  Use Perfect Forward Secrecy

IKE Properties [x]

General |

Translorm:
% Encuption + Data Inteaity (ESF)
 Data Integrity Orly (AH)

Eneryption Algorthr: DES -

Data Integiity MD5 2

Allowed Peer Gateway: [&any B

¥ Lise Pzt Forward Seciecy

0K | tecel | Hep |

IKE Properties
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Track
Right-click within Track cell and choose Long.

Install On
1. Right-click within Install On cell, then select Add Target.
2. Inthe Select Target box select CP-External_Interface.

Corporate Policy Rules

Add other rules according to your corporate security policy (if any) after the two
VPN rules.

Default Rule

Add the default rule at the bottom of the list of rules. This step is required for
proper function of the firewalls.

Note

Rule order is important. The two VPN-related rules specified in this
document must be first in the list, and the last rule must be a default rule,
which excludes all other traffic. All other rules may be placed between the
GTA Firewall<->Firewall-1 rules and the default rule.

%57 199.170.225.25 - Check Point Policy Editor
Fie Edit Yiew Manage Foli jow  Help

HERD + 20 8500 (088 REFe i o BET N

5 Secuily Policy - net_vpn | £ deress Transhation - nak_vpn | F8¥ Banchwidth Palicy - Standrd |

Source

Destination

‘ Service |

Action

Track

Install On Time | Comment

] cP-external interface | [J[] oB-External Interface Miow Chesk Poirt and
i) oe-Exte o | TRl ce D) any 1] cr-External Intertace | Y any GNAT ornect
£ cP-Protected_Network | £z SB-Protected_Network

£ GB-Protected_Network | B CP-Protected_Network & any ‘ Eerine B crearmal intertace | ) Any

B) any ‘@ any ‘@ any ‘ @ 1B cp-Eternal Intertace | ) Any

Two defined rules and final default rule

NAT Rule

If you are using Network Address Translation you will need to add a rule in
the Firewall-1 Address Translation section (second tab) not to NAT packets
between the Firewall-1 Protected Network and the GTA Firewall Protected
Network. This rule should be located at the top of your Address Translation
Rule Set.

Select the second tab in the Security Policy Window.

Right-click within Source cell to add a new target CP-Protected_Network.
Right-click within Destination cell to add a new target GB- Protected_Net-

work.

GNAT Box VPN and VPN Client
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37 199.170.225.25 - Check Point Palicy Editor

Fle Edt View Manage Folcy Windon Help
HBERo & %E\%E’sﬁ;ﬂ\ﬁI\Q\@,@“E%Ew\@\ﬁ’ﬂw&Ik?‘

55 Secunty Poliy - nal_von {23 Address Transtation -nat_ven | ZfF Bandwidth Poicy - Standar |

E Original Packet Translated Packet I

Source Destination Service Source Destination Service

1 £ oB-Protectsd_Network |@ Any = Original |= Original = original |
n| 5, CP-Protected_Network | i CP-Protected_Network |@ ny = Origjnel |= Origjnei ‘ = original €
| B2 CP-Protected_Network |6 Any |@ Ay 6P Protected Network (Valid Addresses) | = Original ‘ = Griginal £
n|@ Any ‘ ) CP-Protected_Network (Valid Addresses) |B) Any = Original |%§CPrPrmedsd_Netwurk = Original £

NAT rule in the Address Translation rule set

Install New Policy

Using the Policy menu or toolbar button, install the new policy. Follow the
onscreen instructions. Your GTA Firewall and Firewall-1 VPN is now in place.

TD GB-CP-02
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