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Introduction

GTA FIrewaLL — Cisco PIX 501 FIREwALL: CONFIGURING AN IPSEc VPN

is written for the administrator who has both of these systems operating on

a network and requires a VPN (virtual private network) to communicate
between the firewalls. It is written is with the assumption that the reader has
a working knowledge of TCP/IP, Cisco PIX administration and GTA Firewall
administration, including basic VPN configuration. This manual was devel-
oped using GNAT Box 3.2.5s and Cisco PIX 501 Firewall version 6.1(1).

The GNAT Box VPN anp VPN CLIENT FEATURE GUIDE is the main reference
for GTA Firewall VPN configuration. See other documented VPN setups at
www.gta.com, including interoperation with these vendors’ solutions: Cisco
PIX, NetScreen, WatchGuard, SonicWall and SnapGear.

VPN interoperability should be possible with any GTA Firewall that supports
IKE. For the best support, the latest version of the GNAT Box Software is
recommended.

GTA Firewall Example VPN Configuration

To configure a GTA Firewall for VPN, use GBAdmin or the Web Interface.
The examples given in this documentation use GBAdmin. This guide uses the
following IP addresses as examples for a GTA Firewall VPN configuration:

External Interface  199.120.225.76
Protected Network  192.168.1.0/24

Cisco PIX Example VPN Configuration

To configure the Cisco PIX, (referred to in this document as “PIX”) use the
Cisco PIX command line interface (CLI). This guide uses the following IP
addresses as examples for a PIX configuration:

Firebox External Interface  199.120.225.90
Firebox Protected Network  10.10.11.0/24

Encryption Methods

As Phase I and Phase II VPN are not differentiated on the PIX, use the same
encryption methods, hash and key group in Phase I and II of the VPN on the
GTA Firewall. In addition, the policy lifetime on a Cisco PIX cannot be longer
than 3600 seconds. If the SA life is greater than 3600 seconds, you MAY
experience problems when the systems re-negotiate the keys.
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Common Encryption Methods

GTA Firewalls have a number of encryption algorithms that do not have corre-
sponding methods on the PIX. Use the encryption methods below, common to
both firewall systems, to configure both firewalls for a VPN connection.

Mode IKE
ESP DES or 3DES
Hash  MDS5 or SHA-1
Key Group  Diffie-Hellman group 1 or 2

GTA Firewall Configuration

In order to use the GTA Firewall VPN feature, four functional areas must be
configured: VPN Objects, VPN Authorization, Remote Access Filters and IP
Pass Through Filters. VPN objects are used as the basis for VPN authoriza-
tion, forming a link between the GTA Firewall and another firewall. User
Authorization allows a GTA Firewall to connect to and authenticate a mobile
client user or dynamic system user.

Note

For more information and illustrations about configuring a GTA Firewall
VPN, see the GNAT Box SysTEM SOFTWARE USER’S GUIDE.

VPN Object

Open Objects > VPN Objects. Use the field table below as an example for
entering data into the VPN Object fields.

VPN Object Fields
Disable  Enable. (Uncheck).

Name  Enter a name for this object.
(GTA Firewall - PIX VPN Object)

Description  Enter a description of the VPN object.
(GTA Firewall - PIX IKE VPN Object)

Local Gateway  Select the interface object or enter the IP address for the
GTA Firewall External Interface. (199.120.225.76)

Local Network  Select the interface object for the GTA Firewall Protected
Interface. (192.168.1.0/24)

Require Mobile
Authentication  Uncheck.

GNAT Box VPN and VPN Client
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Force Mobile
Protocol  Uncheck.
Phase |
Exchange Mode  Main.
Encryption (ESP) DES.
Hash  MD5.
Key Group  Diffie-Hellman Group 2.
Phase Il
Encryption (ESP) DES.
Hash  MD5.
Key Group  Diffie-Hellman Group 2.
VPN Authorization

Open Authorization -> VPNs and add a new VPN. In the Key Exchange
Type dialog, select IKE. Select OK, then enter the information in the VPN

Authorization fields.

VPN Object Fields—Example

Disable
Key Exchange
Description

Identity
VPN Object

Remote Gateway
Remote Network

Preshared Secret

Enable. (Uncheck.)
IKE (Uneditable. Selected in the previous dialog.)

Enter a description of the VPN object.
(GTA Firewall - PIX VPN Authorization)

Leave blank.

Select the VPN object created previously.
(GTA Firewall - PIX IKE VPN)

Select the IP address or object that references the PIX
External Network interface. (199.120.225.90)

Select the IP Address or object that references the PIX
Protected Network. (199.170.225.0/24)

Preshared secret/key entered on the PIX system.
(Preshared keys must be the same on both systems.)

Remote Access Filters

When using IKE, two Remote Access filter are necessary; one for the ESP
Tunnel (IP protocol 50) and the other to allow access for IKE on UDP/500.

1 Description ~ VPN: Allow ESP connections from GTA Firewall
to PIX VPN.
Type  Accept
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Priority  Notice
Interface ANY
Protocol 50 (ESP)
Source  199.120.225.90
Source Port  Blank
Destination  External interface object (199.120.225.76)
Destination Port ~ Blank

2 Description ~ VPN: Allow IKE connections from GTA Firewall
to PIX VPN.

Type  Accept
Priority ~ Notice
Interface ANY
Protocol UDP
Log Default
Source  199.120.225.90
Source Port  Blank

Destination  External interface object (199.120.225.76)
Destination Port 500

IP Pass Through Filters

Example filters below allow all access between the PIX and GTA Firewall
networks. Set these filters according to your corporate security policy.

At a minimum, an IP Pass Through filter must be created that allows outbound
access on the defined VPN. Depending on your security policy, the filter can
be as simple as allowing any host on the local network outbound access to any
remote host for any protocol at any time, or as narrow as limiting a specific
local host outbound access to a specific remote host for a given protocol at a
specific time.

Generally, in addition, an inbound IP Pass Through filter is created that allows
the remote side of the VPN access to the local Protected Network. This filter
does not have to be symmetrical to the outbound IP Pass through filter, but
rather should be created to meet the local security policy.

Typically, single inbound and outbound IP Pass Through filters are created
for a VPN, but multiple filters may be required to make access conform to the
local security policy.

1 Description ~ VPN: Allow inbound connections from
GTA Firewall to PIX VPN.
Type  Accept
Priority ~ Notice
Interface  External

GNAT Box VPN and VPN Client
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Protocol

Source

Source Port
Destination
Destination Port

Description

Type

Priority
Interface
Protocol

Source

Source Port
Destination
Destination Port

Note

ANY
10.10.11.0/24
Blank
192.168.1.0/24
Blank

VPN: Allow outbound connections
GTA Firewall to PIX VPN.

Accept

Notice

Protected

ANY

192.168.1.0/24

Blank

10.10.11.0/24

Blank

Wherever an IP address is used in the filters, you can substitute an

appropriate address object selected from the dropdown menu.
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Cisco PIX Configuration

To configure your Cisco PIX systems VPN you will need to use the PIX’s
command line interface. You can either use SSH, telnet or the Command Line
Interface in the Cisco PIX Device manager.

For more information on Cisco PIX VPN set up please see Cisco PIX support.

In the following example from the Cisco PIX CLI, the lines that begin with an
exclamation point symbol “!” are commented out.

| Add access list to pass local traffic from local network to
remote network

access-list 160 permit ip 10.10.11.0 255.255.255.0 192.168.1.0
255.255.255.0

! Disables NAT for connections bound for remote network. Matches
same accesslist as

! vpn, vpn WILL NOT WORK without this

nat (inside) 0 access-1list 160

! Tells the PIX to trust ipsec information

sysopt connection permit-ipsec

!

crypto ipsec transform-set gb-set esp-des esp-md5-hmac
crypto map gb-map 1 ipsec-isakmp

crypto map gb-map 1 match address 160

! sets VPN peer to Address, external interface of the GTA
Firewall.

crypto map gb-map 1 set peer 199.120.225.76

crypto map gb-map 1 set transform-set gb-set

!set lifetime to a max of 3600 seconds

crypto map gb-map 1 set security-association lifetime 3600
crypto map gb-map interface outside

!

isakmp enable outside

GNAT Box VPN and VPN Client
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! set pre-shared keys for VPN

isakmp key 12345678 address 199.120.225.76 netmask 255.255.255.255
isakmp identity address

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 2

isakmp policy 1 lifetime 3600

Note

The Cisco PDM does not support the “Nat (inside) 0 access-list”
Command. You will see the following dialog box appear. Just select
“Yes” to continue using the PDM.

Unsupported Command Found ] Ll

& PDM has found the following command in the current configuration:
nat (inside) 0 access-ist 120

PDi does not supportthe "nat 0 access-ist" command. PDM
prompts you to determine if this command is only used for VPN, If
you enter Yes, PDM ignores the command and |ets you access all
PDM tabs. If you enter No, PDM access will be limited only to the
Monitor tab. To regain access to the rest of PDM, use the command
line interface window to remove the unsupported command
statement and then refresh PDM with the modified PIX Firewall
configuration

I” Don't show this message again

Yes | No | Help |

PIX response to “NAT (inside) 0 access-list” command

Example Script

Below is an editable script that can be used to set up a GTA Firewall to PIX
VPN. Lines that begin with an exclamation point symbol “!”” are commented
out. You can substitute the IP Address for your VPN configuration.

! access list to pass local traffic (xxx.lll.xxx.xxx to remote vpn
I network, xXxx.222.XXX.XXX)

access-list 160 permit ip XXX.111.XXX.XXX 255.255.255.0
XXX.222 . XXX . XXX 255.255.255.0
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! disables NAT for connections bound for VPN. matches same
accesslist as

! vpn, vpn WILL NOT WORK without this

nat (inside) 0 access-1list 160

! tells the PIX to trust ipsec information

sysopt connection permit-ipsec

|

crypto ipsec transform-set gb-set esp-des esp-md5-hmac
crypto map gb-map 1 ipsec-isakmp

crypto map gb-map 1 match address 160

! sets VPN peer to XXX.XXX.XXX.XXX

crypto map gb-map 1 set peer XXX.XXX.XXX.XXX

Crypto map gb-map 1 set transform-set gb-set

crypto map gb-map 1 set security-association lifetime 3600
crypto map gb-map interface outside

|

isakmp enable outside

! using preshared keys, sets key *****x*% for peer XXX.XXX.XXX.XXX
isakmp key ******xx gddress XXX.XXX.XXX.XXX netmask 255.255.255.255
isakmp identity address

isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 2

isakmp policy 1 lifetime 3600

GNAT Box VPN and VPN Client
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